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Research on security systems for 10T devices that are inexpensive and
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Abstract Since there are few inexpensive security services for 10T devices, and loT devices often use their own protocols, it is
difficult to install security software for each device. In addition, IoT devices infected with malware are likely to participate in DDoS
attacks, and if we can detect loT devices conducting DoS attacks, we can detect 10T devices suspected of being infected with malware.
In this paper, we propose a DoS attack detection system that uses IPFIX to transform the communication flow of communication
devices including loT devices connected to an access point, and uses incremental learning to improve the accuracy of the learning

model.
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Fig.1 Proposed system
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Fig.2 Structure of the learning model
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Fig.3 Data set collection environment
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Fig.4 Data set collection environmen
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